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ABSTRACT The goal of this paper is to assess the vulnerability of MEMS-based gyroscopes to targeted
ultrasonic attacks. Towards this objective, a surface micromachined planar MEMS gyroscope is fixed in
space and subjected to ultrasonic waves with frequencies near its driving frequency. The ultrasonic input is
shown to produce deceptive low-frequency angular velocity readings in the yaw direction. Using physics-
based mathematical model of the gyroscope, it is shown that the misalignment between the sensing and
driving axes of the gyroscope is the main culprit behind the vulnerability of the gyroscope to ultrasonic
attacks. It is also concluded that ultrasonic attacks on MEMS gyroscopes can impose high-security risks.
In addition to the attack being barely audible, the resulting deceptive angular velocity signals have a very
low frequency content which cannot be attenuated by adding a low-pass filter. Furthermore, the current
approach implemented to eliminate unwanted vibrations from the output signal of the MEMS gyroscopes
by using an identical proof mass to perform differential measurements is clearly ineffective in shielding the
gyroscope from ultrasonic attacks. As such, new measures have to be taken to protect MEMS gyroscopes
from targeted acoustic attacks.

INDEX TERMS Acoustic attack, gyroscope, MEMS, security.

I. INTRODUCTION
Due to their small size, very low-power consumption, and
easy fabrication in large arrays, micro-electromechanical sys-
tems (MEMS) are widely utilized in a variety of domains.
This includes, but not limited to, the medical, automotive,
aerospace, and the consumer market fields. Spoofing such
devices with external attacks could severely damage their
integrity. While considerable research has explored the secu-
rity of MEMS from a system-level perspective; e.g. soft-
ware, networking, and sensor fusion; the devices themselves
remain largely vulnerable to attacks targeting the hardware.
This vulnerability can lead to catastrophic failures when
a malicious third party attempts to spoof the hardware
functionality [1]–[3].

In recent years, it has been reported that some MEMS
devices are particularly vulnerable to targeted acoustic
attacks. For instance, it has been shown that the output of
the MEMS device can be corrupted by a noise signal with
frequency matching the natural frequency of the sensor or via
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acoustic noise [4]. More recently, two studies illustrated that
the output of a MEMS device can be biased and controlled
using a carefully-designed ultrasonic wave [5], [6]. In par-
ticular, it was demonstrated experimentally that, a devised
ultrasonic wave which possesses the right intensity and fre-
quency content can maliciously couple to the mechanical part
of a MEMS device forcing it to move and produce deceptive
signals. This can be used by attackers to trigger an airbag sys-
tem, force a drone to make an undesired maneuver, or make a
chemical sensor provide false radiation readings in a nuclear
power plant.

Typically, resonator-type MEMS with high Q-factors are
most susceptible to external acoustic attacks. While a high
Q-factor makes the device highly sensitive and minimizes
power consumption [7], [8], it also makes the system vul-
nerable to minute vibratory excitations in the vicinity of its
resonant frequency. MEMS gyroscopes fall under the cat-
egory of resonator devices; hence, they can be vulnerable
to frequency-matching excitations, namely of the acoustic
type. As such, few research studies were carried out in
recent years to assess the performance of the gyroscope
in acoustically-harsh environments [9], [10]. Results have
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FIGURE 1. A schematic illustration of the mechanical structure of a MEMS gyroscope showing the basic mechanical
components [13]–[15].

shown degradation and corruption of the angular velocity
measurements in the presence of high power acoustic noise.
It was also shown that it is possible to utilize acoustic
attacks to manipulate gyroscopic sensors by generating unde-
sirable readings. This imposes serious security risks such
as information leak (eavesdropping) or incapacitating flying
drones [6], [11], [12].

While all of the research in the open literature focuses
on demonstrating the feasibility of acoustic attacks on real-
world consumer devices, very little attention has been paid to
understanding the main sources of this vulnerability. In par-
ticular, as of today, there are no models to capture the behav-
ior of the gyroscope under acoustic attacks. Thus, we still
do not understand how the output readings are influenced
by the core mechanical and electrical components of the
gyroscope.

To fill this knowledge gap, we investigate the vulnerability
of a MEMS-based gyroscope to acoustic attacks and propose
a theoretical model to understand the sources of vulnerability.
We start in section II by providing the basic description of the
operation principle of a MEMS gyroscope which is essential
towards delineating the influence of the acoustic waves on
the device’s response. In section III, we perform several
experiments on an Analog Devices (ADXRS624) gyroscope,
and use the results to show that a stationary gyroscope
may generate an angular velocity reading when subjected to
acoustic signals at its driving frequency. The magnitude of
the resulting deceptive readings is maximized at a specific
orientation of the gyroscope with respect to the sound source.
In section IV, we analyze the results and show that, although
gyroscopes have high resonance frequencies (usually larger
than 14 kHz), the generated false output occurs at very low
frequencies (0.5 - 190 Hz).We explain that the low-frequency
output is a result of the demodulation typically implemented
in the readout circuit. This low-frequency output renders the

gyroscope more susceptible to acoustic interferences since it
cannot be easily attenuated by implementing internal or exter-
nal low-pass filters. In section V, we develop a physics-based
qualitative theoretical model, which shows that the misalign-
ment between the driving and sensing axes of the mechanical
sensing structure is the main culprit for the false readings.
Finally, in section VI we present the main conclusions and
suggest some techniques to mitigate the acoustic attacks.

II. OPERATION PRINCIPLE
A MEMS gyroscope is a simple device used to measure the
angular rate of rotation of rigid bodies. As shown in Fig. 1,
it consists of a proof mass connected through elastic beams
to a fixed support. The proof mass is allowed to move in
two orthogonal directions, x and y, also known, respectively,
as the sensing and driving directions of the gyroscope. During
operation, electrostatic combs apply an alternating electro-
static excitation, y(t), to the proof mass forcing it to move
continuously in the y-direction. As a result, when the gyro-
scope rotates around the z-axis at some angular velocity, �,
the Coriolis effect produces a force which causes the proof
mass to accelerate in the sensing, x-direction, according to

ax = −2�ẏ, (1)

where ẏ is the linear velocity of the mass in the y-direction.
It follows that, by knowing ẏ andmeasuring ax , one can easily
measure the angular rate of rotation, �.

The aforedescribed process is generally not that simple;
the gyroscope is typically placed in environments where the
proof mass can also vibrate in the x-direction due to external
unwanted vibrations. Thus, the acceleration in the x-direction
takes the more general form:

ax = ẍ − 2�ẏ−�2x, (2)
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FIGURE 2. A block diagram showing the process in which the output of the gyroscope is demodulated to recover the rate of
rotation �.

where x and ẍ are, respectively, the displacement and trans-
lational acceleration of the poof mass due to unwanted vibra-
tions in the x-direction. As per Equation (2), the acceleration
of the mass in the sensing direction now consists of three
components. The first, ẍ, is due to the translational accel-
eration of the mass in the x-direction; the second, −2�ẏ,
is due to the Coriolis effect; while the third, −�2x, is the
centrifugal component. Measuring � in this more complex
scenario requires knowledge of x and ẍ, which are quiet
difficult to measure. Thus, the translational and centrifugal
components of acceleration must be eliminated. Typically,
this is achieved by designing the gyroscope to have two iden-
tical proof masses instead of one. A differential measurement
is then performed by driving both masses in the y-direction at
180◦ out-of-phase. The out-of-phase driving mode reverses
the sign of the driving velocity, ẏ, between the two masses,
while maintaining the sign of the translational and centrifu-
gal components of acceleration. Accordingly, the differential
acceleration, ax , becomes:

ax = −4�ẏ, (3)

In an actual gyroscope, the driving displacement, y, is har-
monic with a fixed frequency ωd , and an amplitude |y|,
which is maintained constant by using a feedback loop in an
Automatic Gain Control (AGC) circuit [16], [17]. Thus, ẏ can
be expressed in the form ẏ = |y|ωd cos(ωd t). The displace-
ment in the x-direction can then be obtained by integrating
Equation (3) twice with respect to time to obtain

x = S� cos(ωd t), (4)

where S = 4|y|/ωd is a constant. As shown in Fig. 2, once
x is obtained, the angular velocity reading is determined by
multiplying the measured displacement signal by 2/S, then
demodulating the outcome by multiplying it with the driving
signal, as follows:

2� cos(ωd t)× cos(ωd t) = �(1+ cos(2ωd t)). (5)

A low-pass filter is then used to attenuate the high-frequency
component (2ωd ), while retaining the frequency of the sensed
rotation leading to direct reading of the angular velocity, �.

III. EXPERIMENTAL TESTING
To illustrate the vulnerabiliy of the gyroscope to acous-
tic attacks, we test the response of a MEMS gyroscope to

acosutic excitations of different magnitudes. To this end,
we consider a surface micromachined MEMS gyroscope
(ADXRS624) integrated with all the electronics required for
the readout circuit on one chip manufactured by Analog
Devices [18]. As shown in the schematic depicted in Fig. 1,
the gyroscope consists of two identical proof mass sensing
structures that are electrostatically-actuated at resonance with
180 degrees out-of-phase signals along the driving y-axis.
Due to the Coriolis effect, the rate of rotation (angular
velocity) around the axis normal to the chip’s top surface,
z-direction, can be measured by the movement of the proof
masses in the direction perpendicular to the driving axis.

FIGURE 3. Schematic of the experimental setup.

The chip is mounted on an evaluation board (EVAL-
ADXRS624)which contains external charge pump capacitors
that are mainly utilized to operate the device at 5 V DC.
A low-pass filter with a cut-off frequency of 10 Hz is also
used to filter any high frequency inputs [19]. As illustrated
in Fig. 3, the rest of the experimental setup consists of an
Avisoft high-frequency speaker (1−120 kHz), a Tektronix
oscilloscope, an Agilent function generator and DC power
supply, and a Bruel & Kjaer microphone. As shown in Fig. 4,
the speaker is placed facing the side of the gyroscope chip.
The function generator is used to drive the speaker to generate
the acoustic waves at a specific frequency. The time-domain
output of the gyroscope is captured by an oscilloscope and
then Fourier transformed to obtain the amplitude and fre-
quency of the output signal as shown in Fig. 5. The figure
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FIGURE 4. Experimental setup showing the speaker facing the gyroscope
at different orientations. a) Orientation 1 at 0◦, b) Orientation 2 at 45◦,
c) Orientation 3 at 90◦, d) Orientation 4 at 135◦, e) Orientation 5 (z-axis).

FIGURE 5. Measured a) time-domain output of the gyroscope, and
b) its Fourier transform.

presents the measured signal from the gyroscope that was
excited with a 15.005 kHz acoustic wave, showing a mea-
sured output of 0.12 Vp at 6.5 Hz.

Initially, a frequency sweep is performed to determine
the resonance frequency of the gyroscope along the driving
axis, which should also correspond to the frequency at which
the proof mass is being driven internally. Although Analog
Devices reported the resonance frequency of this gyroscope
device to be 14 kHz [18], it was found from themeasurements
that the driving resonance frequency is ∼15 kHz.
Next, the vulnerability of the gyroscope to ultrasonic exci-

tations is assessed by investigating the response of the device
to ultrasonic inputs with excitation frequencies around the
driving frequency, ranging from 14.809 kHz to 15.189 kHz
with a 0.5 Hz step. The measurements were repeated at
different distances between the speaker and the gyroscope,
and withmultiple orientations of the gyroscope chip as shown
in Fig. 4. The sound pressure level (SPL) was measured at
each distance using the microphone. The results1 are shown
in Fig. 6 and Fig. 7, in which the gyroscope’s output voltage
amplitude is plotted versus the applied frequency (bottom
x-axis) and the measured output frequency (top x-axis).

1Due to geometrical restrictions, the distance between the speaker and the
gyroscope was not kept consistent for each orientation.

While sweeping the frequency of the acoustic wave, some
readings were observed at frequencies around 45 kHz. There-
fore, measurements were also recorded for excitation fre-
quencies ranging between 44.809 kHz and 45.189 kHz,
as shown in Fig. 8.

IV. RESULTS ANALYSIS
The results shown in Fig. 6 indicate that the gyroscope can
generate false readings when subjected to acoustic signals
with frequencies around the driving resonance of the struc-
ture. Based on a sensitivity of 25 mV/◦/sec, the maximum
measured output voltage is 0.16 Vp, which corresponds to
a 6.4 ◦/sec rate of rotation [18]. This false reading can be
further amplified by increasing the intensity of the acoustic
signal. Results also demonstrate that the amplitude of the
false output is not always directly proportional to the SPL as
can be seen specifically in Figs. 6b, 6c, and 6d. This implies
that, alongside the intensity of the acoustic waves, there are
other factors which could influence the amplitude of the false
output. This includes the chip orientation and the radiation
pattern of the acoustic wave.

Although the applied acoustic wave was of high frequency
(around 15 kHz), which is barely audible, the generated out-
put signals by the gyroscope had very low frequency which
equals the difference between the applied frequency and the
resonant frequency (∼15 kHz). The low frequency nature of
the output increases the vulnerability of gyroscopes to acous-
tic attacks since it cannot be attenuated by employing a low-
pass filter even with a very low cut-off frequency (set to 10 Hz
in the experiments). Furthermore, the differential measure-
ment mode with two proof masses that is employed to dimin-
ish the effect of the translational accelerations in the sensing
direction, is clearly not effective in shielding the gyroscope
from the acoustic attack. One plausible explanation for the
failure of the differential measurement could be in the way
that the acoustic wave interacts with the proof masses. In par-
ticular, when the package is subjected to external vibrations,
both masses are expected to move in an identical fashion,
and, hence the differential measurement approach would be
effective. On the other hand, the transmission/reflection of the
acoustic waves through/of the package and into the gyroscope
can generate complex acoustic pressure patterns inside the
package which can force the two masses to move with a
different amplitude and phase.

Quite interestingly, test results illustrate that the fallacious
reading is amplified at a specific orientation of the chip with
respect to the acoustic signal line of propagation. While one
would expect that the output would be maximized when the
driving axis is aligned with the line of propagation of the
acoustic wave, results point again to the complex interaction
between the acoustic waves and package which can results
in complex pressure wave patterns inside the package. This
complicates the process of making predictions based on a
simple acoustic wave propagation models.

As can be seen in Fig. 8, the gyroscope also produced
false output readings, but with a lower amplitude, when the

VOLUME 7, 2019 89537



S. Khazaaleh et al.: Vulnerability of MEMS Gyroscopes to Targeted Acoustic Attacks

FIGURE 6. Experimental results of the frequency sweep (14.809 kHz - 15.189 kHz). a) Orientation 1 at 0◦, b) Orientation 2 at 45◦,
c) Orientation 3 at 90◦, d) Orientation 4 at 135◦, e) Orientation 5 (z-axis).

frequency of the acoustic signal was around 45 kHz, which
is equal to three times the fundamental frequency. As will
be explained further in section V, this is due to the driving
signal being in the form of a square wave rather than purely
harmonic.

V. THEORETICAL MODEL OF THE ACOUSTIC ATTACK
We believe that the vulnerability of the gyroscope to acoustic
attacks is due to the quadrature error, which is a performance
indicator parameter for gyroscopes and is defined as the error
in the output due to the misalignment between the driving and
sensing axes which causes the driving motion to couple to
the sensing motion [15]. In particular, when the driving axis

is driven at resonance, the proof mass moves at the excitation
frequency but is 90◦ out-of-phase due to it being at resonance.
If the sensing direction is not exactly orthogonal to the driving
direction, some of the energy gets coupled to the sensing
direction causing it to move which produces a false reading.
This error is usually accounted for by employing a demodu-
lator in the readout circuit. The demodulator is used to sep-
arate the driving signal’s frequency from the actual sensing
frequency of rotation by multiplying the driving signal with
the output of the gyroscope and passing it through a low-pass
filter. However, the demodulator works onlywhen the sensing
signal has exactly the same frequency as the driving signal.
This also explains the dip in the frequency response (Fig. 6)
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FIGURE 7. Comparing gyroscope’s output for the different chip
orientations at 5 cm distance (99.3 dB SPL) each.

FIGURE 8. Experimental results of the frequency sweep 44.809 kHz -
45.189 kHz at orientation 4 and 3 cm distance (109.2 dB SPL).

when the gyroscope is excited by an acoustic signal with
frequency exactly equals to the driving frequency, which was
found to be 14.997 kHz. However, due to the demodulation,
any slight deviation from this frequency causes the gyroscope
to generate measurable output with frequency equals to the
difference between the driving frequency and the frequency
of the acoustic signal.

For perfectly orthogonal driving and sensing directions,
the equations of motion of the gyroscope can be written as:

ms(ẍ − 2�ẏ−�2x)+ cs(ẋ −�y)+ ksx = facx , (6a)

md (ÿ+ 2�ẋ −�2y)+cd (ẏ−�x)+kdy = fd+facy, (6b)

where m, c, and k are the mass, damping coefficient, and
spring constant, respectively. The subscripts, s, and, d , indi-
cate sensing and driving directions, respectively. The term ÿ
is the translational acceleration in the y-direction. The forces
are the electrostatic driving force fd , and the components of
the ultrasonic excitation facx and facy acting in the x and y
directions, respectively. These forces can be expressed as
sinusoidal signals in the time domain as follows:

fd = D cos(ωd t), (7a)

facx = Ax cos(ωact − φ0), (7b)

facy = Ay cos(ωact − φ0), (7c)

FIGURE 9. Schematic of the misalignment between the sensing and
driving direction due to fabrication imperfections.

where D and ωd are, respectively, the amplitude and fre-
quency of the driving force; Ax and Ay are the amplitudes
of the ultrasonic excitation in the x and y directions; ωac is
its frequency, and φ0 is the phase of the acoustic signal
with respect to the phase of the driving force taken here
as a reference. Since the device was held stationary during
testing, the angular velocity term � can be canceled out and
Equations (6a) and (6b) simplify to:

msẍ + csẋ + ksx = facx , (8a)

md ÿ+ cd ẏ+ kdy = fd + facy. (8b)

In the previous equations, the sensing and driving direc-
tions are considered to be perfectly orthogonal. To incor-
porate the misalignment between those directions into the
model, the driving axis is reoriented at an angle ε with respect
to the y-axis, as shown in Fig. 9. Accordingly, the equations
can be rewritten as

msẍ+csẋ+ksx + cd δ̇ sin ε+kdδ sin ε= facx+fd sin ε, (9a)

md ÿ+ cd δ̇ cos ε + kdδ cos ε = fd cos ε + facy. (9b)

Here, δ is the displacement along the tilted axis ȳ. In order to
nondimensionalize the equations and represent them in terms
of resonance frequencies (ωs and ωd ) and damping ratios
(ζs and ζd ), the following dimensionless terms were
introduced:

X =
x
lg
, Y =

y
lg
, τ = tωd , k̄ =

kd
ks
, ω1 =

ωac

ωd
,

ω2 =
ωs

ωd
, ω3 =

ωac

ωs
, Ds =

D

msω2
d lg
, Dd =

D

mdω2
d lg
,

Āx =
Ax

msω2
d lg
, Āy =

Ay
mdω2

d lg
,

where lg is a unit length scale, chosen here to be the gap length
between the sensing fingers. Assuming that the angle ε is
very small such that δ = y, the nondimensionalized equations
become:

X ′′ + 2ζsω2X ′ + ω2
2X + 2ζd k̄ω2

2Y
′ sin ε +

k̄

ω2
2

Y sin ε

= Āx cos(ω1τ − φ0)+ Ds cos(τ ) sin ε (10a)
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FIGURE 10. A block diagram showing the false output by the acoustic attack when the sensing displacement signal passes through
the readout circuit’s stages of amplitude adjustment, demodulation, and low-pass filtering.

Y ′′ + 2ζdY ′ cos ε + Y cos ε = Dd cos ε cos τ

+ Āy cos(ω1τ − φ0), (10b)

where the prime represents a derivative with respect to the
nondimensional time, τ . Equation (10b) indicates that the
nondimensional displacement, X , in the sensing direction
consists of two components: Xac and Xd , where Xac is the
displacement emanating from the ultrasonic excitation, and
Xd is the displacement emanating from the electrostatic
excitation in the driving direction. The latter is transferred
to the sensing direction due to the misalignment, which
elastically couples both directions. By solving Equations
(10a) and (10b), the steady-state displacement in the sensing
direction can be expressed as follows:

X = Xac + Xd = |Xacx | cos(ω1τ − φ0 − φac)

− |Xacy| cos(ω1τ − φ0 − φy)

+ |Xd1| cos(τ − θd )− |Xd2| cos(τ − φd ), (11)

where the amplitudes and phases of the response are given in
Appendix. Note that with some algebraic manipulations the
previous equation can be rewritten as

X = |Xac| cos(ω1τ −8ac)+ |Xd | cos(τ −8d ), (12)

where

|Xac| =
√
|Xacx |2 + |Xacy|2 + 2|Xacx ||Xacy| cos(φac − φy),

|Xd | =
√
|Xd1|2+|Xd2|2+2|Xd1||Xd2| cos(φd−θd ), (13)

and

8ac = tan−1
(
|Xacx | sin(φ0 + φac)+ |Xacy| sin(φ0 + φy)
|Xacx | cos(φ0 + φac)+ |Xacy| cos(φ0 + φy)

)
8d = tan−1

(
|Xd1| sin(θd )+ |Xd2| sin(φd )
|Xd1| cos(θd )+ |Xd2| cos(φd )

)
. (14)

Upon re-dimensionalizing the output displacement, we obtain

x= lg (|Xac| cos(ωact −8ac)+|Xd | cos(ωd t−8d )) . (15)

By inspecting Equation (15), it becomes evident that, even
when the gyroscope does not undergo any angular rotation
in the yaw direction, the sensing combs will measure a

displacement due to both of the acoustic excitation and the
misalignment. The output displacement, x generated by the
acoustic attack is a combination of oscillations at the driving
frequency, ωd , and the frequency of the acoustic wave, ωac.

As described previously in Section II and shown in Fig. 10,
the readout circuit takes the displacement X multiplies it by
2/S and demodulates it bymultiplying it by the driving signal,
then filters it by passing it through a low pass filter. This
yields the following false angular velocity reading.

�false=
lg
S

(
|Xac| cos

(
(ωac − ωd )t −8ac)+|Xd | cos(8d )

)
(16)

Equation (16) shows that the false output is a sinu-
soidal signal with amplitude lg|Xac|

S and frequency equals to
ωac − ωd , which matches the results obtained in the exper-
imental measurements. When the frequency of the acoustic
wave matches exactly the driving frequency (resonance con-
dition), ωac − ωd becomes equal to 0, and in turn, �false is
minimized based on the phase 8ac. This explains the dip in
the measured frequency response at frequencies equal to the
driving frequency. There is also a constant term lg|Xd |

S cos(8d )
which causes a shift in the output. This term is generated
solely by the driving signal and is not affected by the acoustic
excitation, and it is normally compensated for by the electron-
ics in the readout circuit.

The theoretical model of the acoustic attack was imple-
mented and the results were compared with the experimental
measurements. The parameters used in the model were based
on a case study in [15] of an Analog Devices gyroscope
(ADXRS150) which is similar in design to the ADXRS624.
The parameters are listed in TABLE 1. Using the driving
displacement |y|, the amplitude of the driving force was deter-
mined by the relation D = kd |y|

Qd
= 3.45× 10−6 N . The mis-

alignment angle ε was set to 1◦, which is a reasonable value
for batch microfabrication without trimming [15]. Since the
gyroscope was oriented such that the driving axis is aligned
with the acoustic source; based on the experimental results,
the acoustic forces Ax and Ay were set as 4 × 10−9 N and
16× 10−9 N , respectively. Finally, the phase of the acoustic
signal, φ0, was arbitrarily chosen to be π/3 based on the
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TABLE 1. Parameters used in the theoretical model [15].

FIGURE 11. Results of the theoretical model compared with the
experimental measurements.

fact that the acoustic wave could reach the gyroscope at any
phase delay with respect to the driving signal. The results of
the theoretical model and the experimental measurements are
shown in Fig. 11, indicating good agreement.
In the aforementioned theoretical model, the reference

signal used for the demodulation was assumed to be a pure
sinusoidal signal having a single frequency. Nevertheless,
the actual signal consists of a square wave which can be
expressed, using Fourier expansion, as a sum of sines as
follows:

Demodref =
4
π

(
sinωd t +

1
3
sin 3ωd t +

1
5
sin 5ωd t + . . .

)
(17)

When the difference between ωac and 3ωd is less than 10 Hz,
and the output from the gyroscope’s displacement is mul-
tiplied with the reference signal by the demodulator, a low
frequency signal is generated due to the second component
in equation (17). In this case, the false reading after filtering
becomes

�false=
4lg
πS

(1
3
|Xac| sin

(
(ωac−3ωd )t−8ac)+|Xd | sin(8d )

)
(18)

This explains the results obtained in Fig. 8, in which ωac was
swept around 45 kHz. The reduced amplitude compared to the
sweep around 15 kHz is due to the presence of a 1

3 factor and
the fact that the 45 kHz frequency is away from resonance.

VI. CONCLUSION
Resonantor MEMS gyroscopes are susceptible to external
interferences occurring at the vicinity of their resonant fre-
quency. This can be exploited by attackers to force the device
to produce malicious readings disrupting its functionality
and imposing security risks. The vulnerability of MEMS
based gyroscopes to external attacks in the form of acoustic
excitation was studied in this paper. We tested an analog
gyroscope device by exposing it to acoustic signals with
frequencies close to its driving resonance (15 kHz), and
it was found to produce false readings of angular velocity
oscillating at low frequencies (0.5 - 190 Hz). Although the
device operates with two identical proof masses to diminish
the effect of linear acceleration by differential measurement,
this approach seemed ineffective in shielding the device from
acoustic attacks. The low-frequency output was a result of
the demodulation employed in the readout circuit which is
necessary for normal operation of the device. The output
of the demodulator was a signal with frequency equals to
the difference between the driving and the acoustic signals’
frequency. This imposes higher security risks since the false
readings could not be attenuated by adding a 10 Hz low-pass
filter despite the fact that the device was excited with high-
frequency acoustic noise that is almost inaudible. Moreover,
it was found that the amplitude of the false output is greatly
affected by the orientation of the gyroscope chip with respect
to the sound source. Finally, we assumed that the misalign-
ment between the driving and sensing axes was the main
cause of the false output generated by the gyroscope when
subjected to acoustic noise around its driving resonance.
Accordingly, a theoretical model of the acoustic attack was
constructed, taking into account the main mechanical and
electrical components influencing the output, and was found
to be in good correlation with the measurement.

Acoustic attacks impose real threat on the integrity of
MEMS-based gyroscopes; thus, measures need to be taken
to improve the resistance of these devices to such attacks. For
instance, in the driving circuit, the y-displacement is being
controlled by a feedback loop where separate sensing fingers
are used tomeasure the displacement in the y-direction. These
fingers can be utilized to detect any large y-displacement
at resonance and halt the operation of the gyroscope. This
approach prevents the attacker from further spoofing the
output and compromising the system; however, it does not
prevent the attacker from disabling the gyroscope sensor.

Shielding the gyroscope from acoustic noise is anothermit-
igation method to the acoustic attacks. Covering the sensor
with acoustic dampening materials, such as foam, can atten-
uate the acoustic signal preventing it from penetrating the
package. Nevertheless, foam adds bulk to the packaging of
the gyroscope, which adversely influences the compactness
of the MEMS device and raises the temperature of the board,
making it less suitable to be used in embedded systems.

Since the root cause of the acoustic interference is the
misalignment between the sensing and driving axes, an opti-
mum solution would be to improve the fabrication process to
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eliminate this misalignment. Some spring structures were
investigated by Analog Devices to minimize the misalign-
ment by using pivoting linkage between the springs [15];
however, further exploration needs to be carried out for
improvement.

APPENDIX
Amplitudes and Phases Appearing in Equation (11)

|Xacx | =
Āx

ω2
2

√
(1− ω2

3)
2 + (2ζsω3)2

,

|Xacy| = k̄ sin ε
Āy√(

(1− ω2
3)

2 + (2ζsω3)2
)

×

√
1+ (2ζdω1)2√(

(cos ε − ω2
1)

2 + (2ζdω1 cos ε)2
)

|Xd1| = sin ε
Ds√

(1− ω2
2)

2 + (2ζsω2)2

|Xd2| = sin ε
Ds√(

(1− ω2
2)

2 + (2ζsω2)2
)

×

√
1+ (2ζd )2√(

(cos ε − 1)2 + (2ζd cos ε)2
)

φd = tan−1
(
2ζd cos ε
cos ε − 1

)
+ tan−1

(
2ζsω2

ω2
2 − 1

)
− tan−1(2ζd )

φy = tan−1
(
2ζdω1 cos ε

cos ε − ω2
1

)
+ tan−1

(
2ζsω3

1− ω2
3

)
− tan−1(2ζdω1),

θd = tan−1
(

2ζsω2

ω2
2 − 1

)
, φac = tan−1

(
2ζsω3

1− ω2
3

)
(19a)
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